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s the prestige sector of the wine industry scram-
bles to exercise more control over the wine 
fraud that’s running rampant in Asia’s emerging 
markets, the remaining 99% of the industry is 
pondering security measures and looking for 
clues as to the role digital communication will 
play in the future of brand marketing.

For wineries whose products are destined for evolv-
ing and often unregulated overseas markets, the belief 
that price-point alone will provide protection from the 
unwanted attention of counterfeiters may be short-
lived. In Shenzhen, China, authorities predict that the 
country will continue to struggle with fraud until con-
sumers are able to identify obvious defects in wine.  

While gatekeepers and educators will continue to 
develop their ability, and reports of illness will raise 
public awareness, the foreseeable future represents 
a steep learning curve for Chinese consumers and an 
uphill battle for producers.  As the market for luxury 
wine (above $15) in Asia grows, the reputation of wines 
from any protected origin will continue to be at risk.  

French technology companies have been quick to 
respond to the attack on their industry’s most presti-
gious brands by developing a host of innovative anti-

the sensors were applied.  We’ve 
had to abandon the effort for the 
time being.”

COVERT, OVERT OR BOTH?

Overt or visible anti-counterfeit-
ing methods include label num-
bering, visible bottle engraving, 
holograms, serialization using stick-
ers with unique patterns, text num-
bers or quick response (QR) codes 
applied to the foil cap, and sound 
pattern codes printed on labels. 
(Many do double duty as direct-
marketing tools.)

Covert technologies go unper-
ceived by the human eye. They 
include digital watermarking, per-
manent (non-visible) bottle engrav-
ing and microscopic taggants (tags) 
that can be applied to packaging 
externally or embedded into inks, 
pigments, paper and even the wine 
itself. These technologies require 
the use of an optical reader in the 
form of a smartphone or, in most 
cases, a proprietary scanner for 
detection.

TAGGING A LABEL

Tagging now has a meaning 
beyond spray-painted graffiti; it 
describes a hidden identification 
process that is commonly used by 
dozens of industries to protect the 

integrity of brands and to ensure 
consumer safety.  

The process involves the addi-
tion of microscopic particles of 
inorganic matter such as silica that 
are usually below 5 microns in 
size, to inks, packaging materials 
and products themselves. These 
tags are either laser-engraved with 
a logo or formed to emit specific 
light patterns that create a unique 
optical signature. Virtually invisible, 

the tags can be detected only by  
a microscope or scanners that  
have been specifically calibrated to 
read them.  

Dave Wallace is director of sales 
for North America at InkSure, a 
global company headquartered in 
New York City that has been devel-
oping and licensing taggants for 12 
years. “It’s one thing to incorporate 
a security device into your packag-
ing and another thing to police it in 

counterfeiting measures – many of which succeed on 
several accounts, but lose points when it comes to 
implementation and aesthetics. In the United States, 
we’re now seeing the migration of mature, covert 
brand protection technologies from the pharmaceutical 
and currency industries to the wine industry. 

The use by U.S. wineries of authentication technol-
ogies designed to go undetected or unnoticed by the 
human eye is still at an early stage of adoption, but their 
appeal is readily apparent. Because the aesthetics of 
labels and packaging play a paramount role in consumer 
acceptance and the success of any wine brand, market-
ers are unwilling to adopt measures that compromise 
the aesthetics of their brand.  

Pete Perry, vice president at Dana Winery in  
Rutherford, Calif., provided a case in point. “We con-
sidered using authentication technology, but our wrap-
around labels were coming up on the edges when  

Can you find the anti-fraud technology 
embedded in this wine label? Smart 

Labels
Wine labels work overtime 
on brand protection The TagSure tagged inks in this label can be found in the graphics that surround the 

wine bottle and in the space above the bar code on the back label.

By Deborah Parker Wong

AT A GLANCE
 As the market for luxury wine grows, the reputation of wines 

from any protected origin will continue to be at risk.  

 Brand protection technologies used by the pharmaceutical 
and currency industries are proving ideal for wine labels.

 Adding a covert security ink to your label will cost less than a 
few pennies per label.

 Producers can speed implementation and defray costs by 
sharing a security provider. 
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the field,” he said. “For example, 
holograms are the most commonly 
used and least-secure images; you 
don’t even have to fully replicate 
them to fool consumers.” 

Wallace is candid in his opinion 
about the code-based security solu-
tions being adopted by the wine 
industry. “All bets are off when a 
company places the onus on the 
consumer to validate their prod-
uct,” he said. “Codes and images 
can be replicated, and unless you 
have a database that is capable of 
backing them up, they become con-
siderably less effective over the 
long term.”  

CCL Label, a global wine-label 
printing company with a plant in 
Portland, Ore., and a new facility 
being built in Sonoma (scheduled 
to be up and running by the fall 
of 2012), has licensed InkSure’s 
TagSure technology specifically 
to address the wine industry’s 
growing need for a proven covert 
authentication technology. 

The company, which prints 
labels for winery clients including 
Napa Valley’s Alpha Omega Win-
ery, Washington state’s Chateau 
Ste. Michelle, and Oregon’s Torii 
Mor Winery and Ken Wright Cellars, 
has begun offering its clients the 
TagSure authentication process for 
their labels. “TagSure is a safe, sim-
ple solution that doesn’t change the 
aesthetics of the label,” said CCL 
sales representative Kacie Taylor.   

To incorporate a secure ink fea-
ture like TagSure into an existing 
label design, a graphic designer will 
usually designate a single element 
in the label as the target for the 
tagged ink or use a clear ink that is 
overprinted on a specific area. “For 
less than a penny per label, winer-
ies can add a secure ink feature to 
their brand,” Wallace noted.

Because TagSure inks are a 
third-generation security technol-
ogy that relies on materials that do 
not give a visible response to ultra-
violet or infrared light, a large mea-

sure of their security comes from 
the optical readers that are engi-
neered to detect the tags.  

InkSure makes two readers: the 
MultiSure model that reads 10 data 
points in a tag’s optical signature 
and sells for under $400; and a larg-
er, handheld SignaSure spectrome-
ter that matches more than 60 data 
points. The MultiSure reader has 
proved to be extremely accurate, 
Wallace said, so he sees the major-
ity of companies using that model 
in the field and keeping a SignaSure 
reader at their headquarters as a 
backup measure.

HIGH-SECURITY INKS

Paul Weiner, brand protection 
manager at JDS Uniphase (JDSU), 
a manufacturer of optical products 
whose authentication group is 
based in Santa Rosa, Calif., said the 
company’s security features have 
been highly successful in the cur-
rency, transaction card and national 

identification card industries, while 
its brand-protection efforts have 
focused on the pharmaceutical and 
electronics industries. “There’s 
no question that the bad guys are  
moving into the wine industry,” 
Weiner said, “and labels are an 
obvious target for some of these 
(security) tasks.”

T h e  c o m p a n y  m a r k e t s 
“Charms,” which are micro-
structured taggants that can be 
printed with customized logos 
and added to the company’s col-
or-shifting inks (an overt secu-
rity measure) or applied to labels 
with clear varnish. These tags 
differ from InkSure’s technol-
ogy in that they don’t require  
a dedicated scanner and can be 
read using a low-cost, portable 
microscope. 

JDSU also makes a line of covert 
pigments that can be used in com-
bination with their color-shifting 
inks, referred to as optically vari-
able pigments (OVP), to create 
high-security inks that contain both  
overt and covert authentication fea-
tures – the kind most commonly 
found on currency. These pigments 
can be printed on labels or incor-
porated directly into point-of-sale 

materials, shrink cap seals and 
molded plastics.

“Like most solutions we see in 
brand protection, there is no silver 
bullet,” Weiner said. “The best-
case scenario is some combina-
tion of overt and covert technology 
integrated into the label or packag-
ing.” Weiner also sees the eventual 

integration of security technologies 
into the capsule, although the dark, 
metallic designs don’t lend them-
selves readily to inks.

Unlike InkSure, JDSU does not 
license its technology, and label 
rolls are sent to its authentication 
facility in Santa Rosa for printing. 
Weiner estimates that the cost of 

This enlarged image shows a micro-
scopic Charms tag printed with a JDSU 
logo. Photo: JDSU 

The future of Washington State’s wine industry depends on  
sustainable business and winemaking practices. 

Presenting “How To Winerywise™”  
Washington’s guide to sustainable winery practices.

Three sessions introducing wineries to Winerywise™, the online  
guide including check lists, self-assessments, work plans.

The two-hour sessions will be held:
Wednesday, July 25, Walla Walla 

Thursday, July 26, Prosser 
Tuesday, July 31, Woodinville

Register at www.winerywise.org  

• Covers sustainable winemaking and business topics
• Can help you become certified sustainable
• Rigorously reviewed by sustainability experts
• Topics include:

- Energy efficiency
- Waste management
- Preferred purchasing
- Water management
- Staffing, safety and HR
- Community outreach
- Education and research
- Material handling
- Site development

With funding from:
Washington State Department of Agriculture 
Specialty Crop Block Grant Program 
University of Washington 
School of Public Health 
Safety and Health Investment Project
 

   
     

    

      
    

  

 

       
   

• Calibration-free Temperature Control

• Fermentation Status From Anywhere

• Brix/Temp/Pump-over Tracking 

• Alarms via E-mail or Text 

• Production Software Interfaces

• Cellar Temperature, Humidity & CO2

• Flexible Energy Management Tools

707 938-1300
WWW.ACROLON.COM

®

12th
RELIABILITYINNOVATION

 

MANAGEMENT MANAGEMENT



1 0 0   VINEYARD & WINERY MANAGEMENT  JULY -  AUG 2012 WWW.VWM-ONLINE.COM WWW.VWM-ONLINE.COM JULY -  AUG 2012   VINEYARD & WINERY MANAGEMENT   1 0 1    

adding a covert security measure 
to a brand will run wineries “a few 
pennies a label.” 

EDIBLE AUTHENTICATION

It’s worth noting that silica tags 
have been used for decades by the 
vitamin and pharmaceutical indus-
tries, where they are mixed into gel 
coatings that are sprayed on pills. 
Silica gel (Kieselsol) is also used as 
a fining agent for wine and juice. 
Technologist Peter Wong, chief 
operating officer at TruTag Tech-
nologies based in Honolulu, said 
it’s simply a matter of time before 
silica tags are added to wine. “Just 
think of them as an edible bar 
code,” he said.  

TruTag microtags are made of 
pure silica, a trace mineral derived 
from horsetail grass. The tags have 
a unique optical signature that is 
read using a full-spectrum white-
light reader. French wineries are 

expressing serious interest in the 
technology, Wong said, and he 
is also looking to run a pilot test  
program with a domestic wine 
company.  

DEFRAYING SECURITY COSTS

While the costs of adopting con-
cealed security measures may be 
prohibitive for small, independent 
producers, InkSure’s Wallace envi-
sions a scenario where several 
wineries share the same security 
supplier as an approach that would 
help producers speed adoption and 
implementation.  

As  winer ies  a re  natura l l y 
grouped together as part of appel-
lation or sub-appellation groups, 
there is the potential for producer 
groups to pool resources to pro-
tect both their brands and their 
regional reputations by using an 
overt or covert logo-tagged ink on 
their labels. In theory, brand protec-

tion would become an extension of 
placing an organization’s logo on its 
website.  

“The tag doesn’t need to be 
unique to an individual winery to 
be effective,” Wallace said. “Brand 
protection relies on being able to 
authenticate your product.”

Auction houses and fine-wine 
retailers are calling for group-wide 
brand-protection measures as 
well. Wine writer Jancis Robin-
son recently reported that Simon 
Staples, fine-wine sales director at 
Berry Brothers in London, would 
like to see a central database sys-
tem developed for any wine worth 
more than $2,000 a case, and open 
to any producer who wanted to pro-
tect its brand. 

Whether brand protection mea-
sures are undertaken publicly or 
privately, the need to protect luxu-
ry products seems to be growing. 
Yet Wallace said the wine industry 
appears to be waiting for a security 
solution that is perfect and practi-
cally free.

TALKING BACK

If your wine label could talk, 
what would it say? Ken Berkun, 
founder and president of Labels 
That Talk Ltd. in Redmond, Wash., 
developed Soundpaper, a bar code 
technology that digitally records 
audio and is readable with smart-
phones and scanners. The darling 
of the scrapbooking industry, the 
technology has dozens of applica-
tions, including working as a POS 
marketing tool and a security mea-
sure for wineries. 

Soundpaper technology eclipses 
quick response (QR) codes in that 
it doesn’t rely on an Internet con-
nection to deliver information. “QR 
codes don’t work if you're not able 
to get online,” Berkun said. “They 
fail a lot. Soundpaper records audio 
right onto a label and you can listen 
to it immediately.”  

In addition to audio, the Sound-
paper bar code can include digital 
information (as does a QR code), so 
consumers can listen to a winemak-
er’s voice, or food and wine pairing 
suggestions, while they wait for 
a website to load. The codes are 

tamper-proof in that, unlike a QR 
code, they cannot be photocopied 
or hand-recreated. As a brand-
protection measure, Soundpaper’s 
digital signature can contain layers 
of authentication, including serial-
ization and biometerics that make 
it an effective anti-counterfeiting 
measure.

While a 30-second Soundpa-
per bar code is considerably larger 
than a QR code, Berkun is address-
ing aesthetics with the addition of 
colors and embedded logos.  “Ide-
ally, you can do everything with 10 

seconds of audio and a URL, which 
reduces the amount of real estate 
the sound code requires on your 
label,”  he said. The company is 
also making its technology available 
to wineries through CCL Label. 

 
Deborah Parker  Wong  is the 
Northern California editor for The 
Tasting Panel magazine. She earned 
her WSET Diploma in 2009.

Comments? Please e-mail us at 
feedback@vwm-online.com.

This small vial contains about 1 gram, 
or approximately 12 million particles, of 
TruTag microtags.
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